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ABSTRACT 


A refinement of the results obtained for optimum energy 
constrained jamming of digital receivers is obtained by 
modeling the jammer as a random process. In the modeling 
process, a random time arrival or random frequency errors 
are accounted for by including these effects in the repre- 
sentation of the jamming waveforms. Performance analyses 
are carried out in order to determine the effect of random 
time of arrival and random frequency errors on the part of 
the jammer, on the receiver probability of error. 

The mathematical results derived are programmed, evalu- 
ated on the computer, and compared against ideal optimum 
energy constrained jamming strategies previously studied. 
Results for both coherent and incoherent receivers are 
derived and analyzed utilizing conventional binary modula- 
tion schemes. Results show that generally some but Mmouge 
great deal of jammer effectiveness is lost due to random 
time of arrival or random frequency errors associated with 


the jammer waveform. 
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I. INTRODUCTION 


The structure and performance of digital receivers 
operating in additive White Gaussian Noise (WGN) is well 
known. While this noise assumption is often valid, in many 
cases, especially when there is intentional jamming in the 
channel, the WGN interference assumption breaks down. For 
tieas reason, there is interest in determining the 
performance of digital receivers designed to operate in a 
WGN environment, that must however operate in a different 
environment. 

In this thesis, the performance of digital receivers has 
been analyzed under the assumption that the interference 
consists of additive WGN and some intentional jammer 
waveform, whose model represents a refinement over previous 
work in this area. It is to be expected that the presence of 
any jammer without such prior knowledge on the part of the 
receiver, will cause the performance of the receiver to be 
degraded. 

fGns the case aie wild Chi the jammer waveform is 
synchronized with the digital signal and has exact knowledge 
of the frequency of operation, results on receiver 
performance have already been obtained and analyzed [Ref 
1,2]. This thesis endeavors to investigate the effect of a 
more realistic jammer model in which the jammer lacks 
synchronism with the digital signals as well as exact signal 
frequencies knowledge. This model is used in ‘conjunction 
with both coherent and incoherent binary digital receivers 
designed to operate in a WGN environment. 

In Chapter 2, the performance of coherent receivers is 
investigated under the assumption that the jammer waveform 
lacks synchronism with the digital signals or that it lacks 


exact knowledge of the frequencies of operation. A 
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mathematical model of the jammer waveform is’ introduced 
based on previous results on optimum energy constrained 
jammer waveforms used to degrade the performance of 
different binary modulation receivers. The anon ete of the 
performance of the receivers is carried out and the effect 
of miss-synchronization (i.e, timing errors) and of 
frequency offsets (i.e, frequency errors) are discussed in 
Chapter 5. | 

ima Ghiapter 3, the work Carried out in Chapter 2 is 
repeated for incoherent receivers. Specifically, incoherent 
Amplitude Shift Keying (ASK) and incoherent Frequency Shift 
Keying (FSK) receivers are analyzed, performances are 
evaluated and the results are discussed in Chapter 5. 

In Chapter 4, graphical results are presented 
corresponding to the numerical analyses that have been 
performed. In most cases, the graphs display receiver 
probability of error as a function of Signal to noise ratio 
for given values of jammer to Signal ratio. The effect of 
jammer miss-synchronization or of frequency offsets is then 
analyzed with the aid of the graphs. 

Chapter 5 presents conclusions pertaining to what was 
learned from the results obtained and the numerical 


evaluations carried out. 


el: 


Ii. COHERENT RECEIVERS 
a 
A. GENERAL 


The correlator receiver structure depicted in Fig (5.1) 
which can be shown to be equivalent to the optimum single 
correlator receiver of Fig (5.2) is”known to be optimum (em 
minimum probability of error sense) for discriminating 
between two Signals See) and so(t), received in” ame 
presence of additive White Gaussian Noise (WGN), with O<t<T. 


We define — 








(tee) = received signal in the interval O<t<T 
sa(t) = s,(t) -so(t) 
Nigvee = Power spectral density level of the WGN. 
P = probabriney thates,(t) 1s Stransnmeuce 
N 
Oo P i - 
y + ens In(———) + 5 (E,-Eg) 


where y is the receiver threshold level used “tolide cide aaae 
whether s,(t) or sg(t) was transmitted and |Eeais) the senea 
of the transmitted signal Sa (oye that is 
E J 2 
i 5 I, S(t)” dt ime ot 

The probability of error Pe of this receiver 1s@deri veces 
many text books [See for example Ref 3]. The coherent 
digital communication receiver of Fig (5.2) can be analyzed 
in terms of the resulting P. when r(t) contains a jammer 
waveform mEACE ) in addition to the noise and ™s,(t)™ or s) (ae 
Thus, under these conditions, the received signal appearing 
at the front end of the receiver is mathematically described 


by 
re(e ee SCb)) + Gee n;(t) Oct <i — Oren 


iz 


where again sp(t) and Syi@weeare the twomstgnals used to 
transmit the binary information, n(t) is a sample function 
of a White Gaussian Noise process having a power spectral 
density level of N,/2 (Watts/Hz), and n;(t) is the jammer 
waveform present during the signaling interval [0,T]. 

The receiver of Figure (5.2) has been analyzed in so far 
as the effect of n;(t) on the receiver Probability of error 
mee) is comcerned under the, assumption that n;(t) can be 
modeled as deterministic waveform. [Ref 4] 

It has been demonstrated that under such an assumption, 


the receiver Bre becomes 











1 2 
y' + =[|s_[]° - (n.,S.) 
P =P: erfo| 2 2 jo'd 
a | No 
2% lIsstl 
1 2 
7 - slIs, 1] = (n Sy) 
+ (1-P) erf es (2.1) 
No 
rs feet 
where 
» _ _No. 
¥’ = 5 In 1-P 
‘ T 
(n. = : 
Pa? a) I, Bey 5, ¢t) dt 
T 
Ws 07 - | s(t)? dt 
@ 
With P=1/2 , we obtain 
20 _ x 
ren tl | S22 % 2 dx 
s [n.-a] ¥ 2" 
a [Na 4] 
2 
-S IN td 
a[Na*?] -_ 
+ —“—_-+_-— ea dx (2.2) 
i. VU 2n 


13 


2 
S | 2 list 4 
= _. | ers = oo ee Oh eeite ye) 


B. JAMMER, OPTIMIZATION 


In the previous section, Equation (2.1) allows for the 
evaluation of performance of the receiver under the 
assumption that a jammer waveform 1S present. From the 
jammer standpoint, the optimum jammer waveform must _ be 
chosen in such a way that it maximizes the receiver 
Probability of error. By evaluating the first derivative and 
second derivative @of SP es with @respecemerc ‘d' which is die 
cross correlation between the jammer waveform and the signal 
difference sla )) the optimum jammer waveform can be chosen. 


Carrying out the mathematical operations, we have 








S “ N 24a" 
_ gq d 
OP . S 2 
= Qe sinh(S “+N. -d) 
od V2n q 
2 3 S 7 Nita = 
Gabe SNe a , 
— = _ Tee » @ 
od V2n 
From the above results, it can be seen that Pa ism 
monotonic function of ‘d‘' and making ‘d “as |) lange Wee 


possible in magnitude results in the largest possible 
increase in P,. In the limit, as |d| ~a we have’? ~ az 


However, from the Cauchy-Schwarz inequality 


are = |} (m5,sq) II < lin; || Mt Sail (2 739 


with equality if n;(t) is proportional to sa(t) = Definige 


= Pp 1/2 where P.; is the jammer energy, the 
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Condaitiene |d} +. implies that Paj > » when |[Sgl] < a 
Under the condition that the jammer power be constrained to 


Pai 
made into an equality by setting 


in order to get the maximum P,, Equation (2.3) can be 


n;(t) = K SaiGee 


mm@ere K is a constant of proportaonality. Since ling 11? = 


Pai , K must be set to the value Bee! Si llisal| |. tnas ||d{ | 


is maximized by setting 


Pag 


n (ty) = —73__. sce (2.4) 
LIS, Hl 


mee this results™ in P, being maximized. Substituting 


Equation (2.4) into the probability of error expression of 
Equation (2.2) for P=1/2 yields 








oo “2 
2 
1 
a = 5 : e dx 
Tz sal " v2u 
N 2 nJj 
- Tz at Lp _ 
No 7 n i 2- 
+ —- e dx | (2.5) 
J/2n 
oo 
By defining 
feo = SNR; signal to noise ratio. 
Pyle = JSR 3; jammer to Signal ratio 


and observing that 


T 
2 7 7) . 
LIS = \, [S,(t) - SottoI°dt = 2E(1-p) 


Re) 


where p is the eross correlatron coerficient® petwooumens 
information signals, the probability of error expression of 


Equation (2.5) becomes 











2 
oa _=& 
Poe i | 7 é “2 dx 
ee Jia 
JSNR(/I-p -/2J5R) 
-/SNR(/I-p +/355R) _ ee 
+ = ee (2.6) 
oe J/2u 


C. EFFECT OF DETERMINISTIC JAMMING WAVEFORM 


In the previous section, the design of the jammer 
waveform and its degrading effects on the receiver 
performance has been analyzed. The effect of such jamming 
waveforms on the receiver performance has been found in 
terms of receiveryprobability of error. From Equation (2300 
it can be eaSily seen that the three independant variables 
which affect the performance of the receiver are SNR,JSR and 
cross correlation coefficient between the two Signals Weed 
to transmit binary information, denote by p Im a )bilnaa 
Signaling set, it Gan be shown that -l<epe1.) Bor Phase )oiime 
Keying (PSK), p = gl and for FSK,; p = 0. Tints Pe) itonmuae 


using Equation (2.6) 1S given by 





2 
ee _ x 
2S =e dx 
le ee Jin 
/SSNR (/2-J/25SR) 
2 
~/SNR(/2+/20SR) 2 5 
+ aa dx (2.7) 
/2n 


- oo 


and for FSK, using Equation (2.6), P. 18S givens, 


e 
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é _ x 
i 1 2 
= 5 77, * dx 
J/SNR(1-/205R) 
2 
~/SNR(1+/235R) -- 
* oe dx (2.8) 
/2n 


PeoN Ee olS OF THE EFFECT OF THE JAMMING WAVEFORM HAVING 

RANDOM TIME OF ARRIVAL 

The results of the previous section demonstrate the 
effect of an energy constrained jammer on a binary 
communication receiver uSing a strictly deterministic Jammer 
model. Such a model however must be refined because among 
other imperfections, the jammer signal may not be in 
Merenronism with the digital» transmassion. In other words, 
there may be a difference in the time of arrival of the 
information signal and the jamming signal. The modeling of 


mem aiy €fLfect will be accomplished by letting 
n;(t) =e Sec ~ 7) C=; 1 iC.) 


Observe that in this model, the optimum jamming waveshape 
has been maintained, however a time delay parameter 7 has 
been introduced. In order to be able to analyze how the 
time delay 7 influences the effectiveness of the jammer, and 
compare the resulting receiver P, with that involving the 
idealized jammer model in which the jammer’_ operates 
synchronously with the receiver, we will require that K be 
eaten that 


T 
2 2 
Intl = I, CES (t-1)1% dt a * (2.1) 


imjemerore, for this constraint to be satisfied, we must have 
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P i 
K = ens <2") ee (2.11) 


Les 
| Sj" (t-1dt 


and the jammer waveform is now modeled as 


aie ae S,ft-7) (2.12) 
with K given @eyesequation (2.11) )2 In order to determine 
receiver performance uSing this new jammer model we may use 


Equation (251) enw ce neem ew 


(njsSq) = E(Sa 5 Sy) (2.13) 


where 


i 
(Sip Sy) = p S,(t-7) +S ct) at 


while the remaining terms in Equation (2.1) are unchanged. 
Thus the P, for the receiver operating In ele pres ome ms 
noise and a (non-synchronized) jammer mathematically modeled 


by Eqtatvon (2212) cee ivene by 





1 2 
y’+ lis JJ°- &Cs Sy) 
oS P-erfo| nl 


No 
je fis.) 
Jes [|s ||7-K«s Si) 
2 d d,r ’ d 


No 
ec lsat 


This expression can be evaluated for specific modulation 





+C-P)-ere | (2.14) 


schemes, such as Binary Phase Shift Keying (BPSK) and Binary 
Frequency Shift Keyimemtenon Je 
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Laine SK 


POteeeoKwaee Gitference signal s,(tje@detined on 


Page 12 becomes 
eat) — en cosaet 

where we assume that w.T = ng and ‘n' is an integer. Thus 
Sd ir =sq(t-7) = 2A cos Ge- 7) | 


so that 


a T 2 
| Sj (t-1)dt | [ 2Acosw (t-1) 17 dt = 20°T = 4E 


@ @ 
where 
A°T/2 = E 
The above assumption Qn = na has been uSed in order to 


mimerity the expression -for.the.energy of s,( t- + ). Thus 
mean Equation (2.11) and Equation (2.12), 


: 1 





n.(t) = See (t 7) = = Jeon .S (t-7) (2.15) 
J d d 
4E 2 
where we define 
Puy/t = JSR = jammer to signal ratio 


In order to numerically evaluate Equation (2.14), we need to 


specify the inner product term, namely 


T 
4,7 °S 5) = I, 2Acose@ (t-7)-2Acose t dt 
=2A°T-cosw 7 (2.16) 


Le, 


By substitution into Equation (2.14), receiver Pie @ror sage 


piven value of 7 becomes 


P i 2 2 
In s=p * po IISZI1- ao E°2a T cose 7 

Pp. = P-erfc 

5 i Liss tl 

2 2 
In am = ——1 1S 117 - —— K-2A T-coss 
+C1-P)-ere | in pep 7 fel Syl I" yg B-20°T-cosegr | 
lisa 
(2.17) 
where furthesmovemmamnice p — — 1; 
: 2 = 2 SNR (1-p) = 4 SNR 
altel! = a 
to iisgI = 2/SNR 
a K 2A 27 = 4 SNRV/JSR 
Thus, for the special case in which P=1/2, 
i 4SNR - 4SNR JSR-cosw 7 

P(t) = Sfertc: a) 

2/2SNR 

-4SNR -4SNR JSR: cose 7 

+ eri ¢ ————“_——_—__ —_ (2.18). 
2/2SNR 


Equation (2.18) can be expressed in terms of a normalized 


delay ty. Observe that 


T 
COS® TFT x cos(ws T-—— 
Cc c T ) 


where 


TT. = -—— (@< T) 


1A 
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Giteeqmatton (2.18) can be reexpressed in terms of ty. The 
integer 'n' specifies the number of sine wave cycles within 
the observation interval. In most practical cases, n>l0O , 
however results are not greatly affected by this parameter. 
Riis) apparent that in most CaSeSieqagecannot be 
determined a-priori, so it must be treated as a random 
quantity with some associated probability density function 
wemcute ). Ay losical, yet Simple choice for such a p.d.f. is 
Pompassume 7." uniformly distributed over [0,1], so that 
Beaeton (2.18) must be interpreted as receiver P, 
@emartionedWon 7,.Tke actual’ (umeonditional) receiver P, is 
obtained by integrating over the p.d.f. of ty, namely 


P 
e 


1 
P (7,.) dt 
i. e N N 


4SNK - 4SNR/JSR -cosw 7 


1 
+ | Jer fe¢——___________= 6 
@ 2/2SNR 


-~4SNR —- 4SNR JSR cosa 
+ ery (————________—______} dv), (ZetSp 
2/2SNR 


2. BFSK 
For BFSK, we have 
Sq{t) = A (cosa t SECOS@ pity) 
where we assume that 
Met = (@] two)T = 2nr 
WqT = (Wy -Wo)T = 2mr 
and 'n','m' are integers with n>m. For this case, 
ie See Ty hewrti(cosm y(t -7)e="cosw.(t-7T)) 


So athat 


rT 2 2 T 
| Sa (t-7) dt = A | [cose (t-7) - cose (t-1)3* dt 
Q@ oy ‘ 


Zit 


= Aa°T «= 2E (2.20) 
From Equations (2.11), (2.12) and (2.20) the jammer waveform 


becomes 


P. 
nj(t) = | ae SaCteae) (2.299 


Furthermore, the inner product term takes on the form 


T 
2 
SOS = I, A Ccose, (t-7r) = cose, (t-7)] 
° (coset i cosw,tl dt 
a7T 


: [ae [cosu tT - cosw,T] (2.22) 


so that substitution of these “results in Equation (27i2gm 





yields 
in—-_+2SNR -/J2JSR:-SNR° (cose ,.7T-cosse, 7 ) 
1-P 1 Q@ 
P (7) = P-erfc 
= 2/SNR 
in--_-2SNR -/2JSR:-SNR- (coss.7T-cosw,T) 
1-P 1 Q@ 
#(1-P)-erf | ————————_———_—_——————————————— 
2/SNR 


(2.23) 


Utilizing the previously =)defined normalizea” detayaia 


Equation (2.23) becomes 


P 


ln——+ 2SNR-V/V2JSR-SNR: (2cosnnt..:cosmnrT..) 
1-P al N 
Paty) =P-erfo| EB" 
2/SNR 
in-p—-2SNR-/23SR-SNR(2cosnnt -cosmnT._) 
1-P WN WN 
2/SNR 


(2.24) 


where 


Yap 


© 
IA 


™ < l 


Assuming once again that Ty must be treated as a 
Eancdom quantity waith uniform p.d.f. over [0,1], for the 


special case of P=1/2, we obtain 





1 
Pett] P fT? dt, 
“ 2SNR - 2SNR/2JSR-cosnarrt..:cosmat 
i N N 
=. erfc-. ( ) 
Q 2/SNR 
-2SNR - 2SNRV2JSRcosnat, -cosmut,, 
tert) (————_—_— TO COC*” dt, 
2SNR 
(2.25) 


PeeeeeANALYSIS OF THE EFFECT OF THE JAMMING WAVEFORM HAVING 

RANDOM FREQUENCY ERRORS 

ir actualesituations, it 1s oftentimes difficult for the 
communication jammer te know the exact transmission 
frequency or frequencies of the adversary'’s communication 
system. This lack of knowledge may be due to the use of 
imprecise frequency estimation methods, or due to frequent 
frequency changes made by the communication system's users. 
Tess ine this section the effect of lack of precise 
transmission frequency knowledge on the part of jammer is 
Studied and analyzed insofar as coherent binary digital 
receivers is concerned. Specifically, BESOK “and SPok 
modulation only, will be considered. 

1. BPSK 

The lack of precise transmission frequency knowledge 

on the part of the jammer is modeled by introducing a 
frequency difference Aw in the known optimum jammer model 
moreorskK. That is, 


n;(t) = K cos (WwW, + Aw)t (Zara) 


5 


where Aw is, in a sense, the jammer frequency error. Since 


the jammer power iS constrained to be P we must have 


nj° 


T 





2 2 
= = + t 
oe ol pe Pad J tkeoste, 4o)ti d 
; + ar sin2(# +40)T ae. 
2 2(o@ +40)T 
Thus we have from Equation (2.11), 
2 P ae 
a sTazte, — . §in2¢e +40)T 7 oc 
{1 a ite Faas T +adT 


In order to determine the effect of this jammer on the 
coherent receiver, all that is needed is the determination 


of thesinneme@produce (nj ,Sq)aAw: Thus 


eh “ 
(neo. = { Kcos(@ t+A4w)t:2Acasae t-dt 
A Aw Cc Cc 


d @) 
= inAeT , sin(2e@ +40)T | 


AwTt (20 +40)T ae 


-xar| 


Defining now a normalized frequency error Bm. where 
5 


At = Aw 


N & 
Cc 





the constant K and (ni ,Sqiau can be rewritten as 


7p. a 
a nj 2 
sin2e Tlite._) 
Tl) + eee 
20 TC1lte._) 
re N 
and 
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sine T: 40, sine T(2+4e ) 
aa wee aT. | ——e_T- da, * arta | 


N 
N 
1 
2 Ze 2] 
= AVF 2 sin2w Tite) 
206 T(1+0,,) 
Cc N 
sine T: 4a, sinw T(2+4e,,) 
é | (2.30) 


ee Ph 
oT 40, @ Tl2+he) 


Substituting Equation (2.30) in Equation (2.1), we obtain 








In a + 4SNR -4SNRVJSKR-C(BI-C(C] 
P (4a) = p-erfo- | 








2/2SNR 
In [=P - 4SNR -4SNRVJSKR:(B1-([C] 
+ CP) vert | (2 2) 
2/2SNR 
where 
1 
1 7 
a 
sine T(1+Aa,,) 
| 1 + a | 
@o T(1+Ae,.) 
Cc N 
: T. ‘ 
ey | sino, Su, ; sine T(2+4e,) 
@ The, o T(2+he,)) 


Pe@ation (2.31) yields the receiver P, when Awy has some 
known value. Unfortunately, in many cases Awy will not be 
known exactly and must therefore be modeled as a random 
feemaple. Thus, in order to compute the average value of P,, 
Meeers assumed ~that the »prebability «density of Aw, is 
uniform on (Aw,,Awy;), where Rey et See the lower limit 
and Awy is the upper limit of the normalized frequency 
error. With this assumption, the average P can be 


& 
Sarculated as 
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Ate 

















H 
1 
P_ = ae P (Ae) dw, (2.32) 
Aa, 
or equivalently 
H in—_ + 4SNR -4SNRVJSR-IB1-(C} 
gm t = 1-P 
e 2a..-Le "eric: 
Hw *L J, 2/25NR 
& 
L 
In——5 - 4SNR -4SNRVJSR-(B1-£C3 
+ CP) -ere- | [pase 
2/25NR Z 
(2.33) 


where B and C have been previously specified and are 
Eumebilonse oF Awn- Results on the evaluation of Equation 
(2.33) will be presented in Chapter 4, under the assumption 
that P=) 


Zee ole 


The lack of precise knowledge of the transmission 
frequencies on the part of the jammer, is modeled by 
introducing frequency differences, Aw) and Aw in te 


known optimum jammer model for BFSK. That 1s 
n;(t) = Kl cosa + Naa) eua cose: wN0 9 el 


where in ae sense, Awy ala Awo are the jammer frequency 


errors. Since the jammer power 1s constrained to be Pape we 





have 

2 us 2 

lin if = P = Kicos(as,+A4u, )t - cos(a,.+4u,.)t] dt 
J nj Q i 1 @ @ 
: KT [2 sin2(e, +40, )T . Sin2(e,+40,)T 
2 2(u, +40, )T 2(0,+40,)T 
is sinle, t4e, +0,+40,)T a sin (@, tAw, —6,-40,)T | 
(@, tho, ta,+4o,)T (oe, the, -e,-40,)T 

Dats 
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RS| = 





| 2P 
x=| - | 
T(2+sine2 (we, +4e,)T+sinc2(e,t4o,)T-sincles +4o_)T-2sine(s-#,)) 


wt 47 my - CDI 


T 
where 


Sin x 
x 


sinc x = 


€ 
Vv 
i 


Wy] +t wWO 
ace 21 ~ “0 


and 

5 
p= | ____-______________________ 
T(2+sinc2(e, +46, )T+sinc2(a, +46 )T-sinc(e +406_)T-2sinclw ,—@ ») 


1 1 @ @ d 
In order to determine the effect of this jammer on the 
coherent receiver, all that is needed is the determination 


of the inner product (n;,Sq). Thus 


in j)8q)=| loos (a, +4u )t-cos ugtadg)£) -ALcose, t-cosugt dt 
KAT sinde T . sin(2e, +40, )T ; sin(s,-Aw,)T 
~ 2° [7 Be, T° Ce, $40, T ~ (@,-Beg) T 
sinls +40,)T sin(s,+4e,)T sinls +40, )T 
a +AOg)T (athe oT (e+e, dT 
; sin(2e,+4e,)T A sinseo Tt 
(20,+40,)T 4uot 


We define now two normalized frequency estimation errors, 


namely 
bo | 
4e,, = a i=@,1 


eee that 


Aw )T = wT Awy,1 


2/ 


and 


EAT 
Samed (2.34) 





2) 8 OS = 


where 


F = patito te» + pane te T: (ee 


- Sno MG TG SOR = SA DCN ag eee 


- SAnGis@e Paes Sara’ = arno eet a aNe 


+ si : ; 
sinc(a,T Se, @ + eon - enrol 
Using again Equation (2a IO). Pe(Awy 1;Awy g) for 
known Awn ik and Awn 0 values become 





in-~— +2SNR -2SNR/JSR-(D1-CF] 
i-P 
P (40, Sey g?=P-erfo [Pt 
, 2/SHR 
Inj—5 -2SNR -~2SNRVISR-{D]-€FI 
+C1-P)-ere | | (2.35) 
2/SHR 


Lf£i we Wow Mrreat Awy 1 and Awy g as random Variable. 
uni form y distributed over appropriate ranges, and 
furthermore, assume that the normalized frequency errors are 
Statistically independent, the probability density function 
e)ie Awy 1 and Awy (9 becomes 


1 
pC Awy 19 F?H ~ Che - Aw (Aw -Ae ) 


where Awy,y is in the region (Awy 1, > Awy1,y)> 


and Awy 9 is oeene werecton (Awy o,L » Awyo,H)- The 
average PF 1s fan ovead eae. om 
400 1H AON, O,H 
ee | Pe Sey 17 44y 9? P{ Sey 1 age on 
Ats 4 


H,1,L “°N,®,L 
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or equivalently 
Pa Ass 
1 


“N,1,Hp N,®,H 
EE 
Sa, 1H ON, 1... ““N.o,H —oN,O,L- . I. 
ert “Re i 


Ins +2SNR -2SNRVJSR-E€D]-CFI 
P-erfec Fe 








2/SNR 
Insts -2SNR -2SNRVJSR-(D1-C€F] 
#+(i-P)-erf ee dSe,, 24" y @ 
2/SNE i : 
(2.36) 


Ome results of the evaluation of this Probability of error 


expression will be shown in Chapter 4. 


Zo 


Die OHE RENT ReCeiy Eis 
A. GENERAL 


In incoherent systems, the phase of the carrier signals 
is not available at the receiver so that the phase must be 
treated aS a random variable which is typically assumed to 
be uniformly distributed over [O89 2q7]7) As such, we (mem 
expect the performance of an incoherent receiver to be 
degraded in comparison to the performance of the 
corresponding coherent receiver. However, because of their 
simplicity, incoherent systems are widely used in many 
applications. 

The analysis to be carried out on the performance of an 
incoherent receiver in the presence of WGN and jamming is 
based on previous work in which it was assumed that a 
deterministic jammer model was adequate, and that the 
optimum energy constrained jamming waveform for’ the 
corresponding coherent receiver can act as a good jammer for 
the incoherent receiver also. Thus, such near optimum jammer 
Signals are studied and evaluated in terms of their effect 
on the performance of incoherent receivers, under more 
rea lalstic Cconaaelons now in Wid © A the jammer is 
miss-synchronized, or lacks exact knowledge of the signal's 


operating frequencies. 
B. EFFECTS @F GPL IMUM IiING WAVERGEMs 
Ll. ASK 


Analysis of the incoherent receiver starts from the 
assumption that r(t), the signal appearing at the front “ema 


of the receiver can be mathematically modeled by either 
r(t) = A Sin(@ cae) ent) + n;(t) O<t<T 
or 
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mele ee wty(t) + n;(t) orca 


where @ is a random variable uniformly distributed over 
[0,27], n(t) is a sample function of a White Gaussian Noise 
process having power spectral density level N,/2 (Watts/Hz), 
and n;(t) is the jamming waveform present during the 
interval [0,T]. 

In the absence of n;(t), the optimum receiver for 
the binary ASK problem being presented is well-known. Its 
derivation is well documented in the statistical detection 
theory literature [Ref 3]. The receiver structure is shown 
in Figure (5.3). An equivalent form of this structure is 
Shown in Figure (5.4). 

in this section, the effect of n;(t) on this 
Beeecaver is analyzed by evaluating the resulting P,, under 
the assumption that n;(t) is a deterministic waveform, 
however unknown to the receiver itself. This analysis has 
been carried out in [Ref 2], but is repeated here for 
completeness and the general result is applied to the 
Specific problem analyzed ime this thesis. Receiver 
performance evaluation requires determination of the 
Statistics of either G2 or G, where G* is the output of the 


quadrature detector and is given by 
where 


T 
7: = | r(t):sinw t-dt = (r,S) 
_4@ ‘i 

and 


T 
Y = | r(t)-cosw t-dt = (r,C) 
Q Cc 


Provided that the random variable @® is fixed to some 
value §@ , X and Y are conditional Gaussian random variables 
with 


on 


ECK|H,,@) = (AS,,5) + (n 555) = M19 
ECY |H,,@) = (AS,,S) + (n 5,5) = M19 (2219 
where Sq is used in place of sin(w,t + G@). Also, it carmiiam 


Shown that 


Var(X|H,,@> = EC(n,S)*> = SOT 


sin2ge T 
q [4 


= 26 T = Var{xX|H)) 


and similarly 





NoT sin2e T 
For Convenience, we assume: () 70g e, mene "n' 1S ae 
integer. Thus the ‘sinc’ terms above vanish resulting in 


the simplification 


NoT 2 


Var{x|H, ,@) = Var{yY|H, ,@) =-—j- = 0 





If this assumption is not made, an additional term remains. 
However , if (7/w.)<<T, the additional _ simc. “term Gee 


small and can be neglected. Furthermore, the covariance 


E{ £X - ECK|H, ,9)1-CY - ECY|H, ,@)] H, 4) 


_ NoT 1- sin2e T ee pricen 
~ 20 T i? ee 


provided the assumption on w, holds. This implies that fox 
any given value of @ , both X and Y are uncorrelated 
Gaussian random variables and therefore statistically 
independent. The density function of G* conditioned on the 
phase @ is non-central Chi-Squared distributed, and is given 
by 








_ gth 
: 207 J/g 
P >, (g]H,,@) = —> -e TS) g2® 
G“ |e 20 Cg 


2 


and zero otherwise, where g~ is defined above and 


a2 


M = E°<x|H, ,9) + Ey |H,,@) 


2 2 
= ( (@S,,5) + (n,,8) 1° + £ (AS,,C) + (n,,C) J 
Due to our assumption w,t=ng , we obtain 
i = (hy? a OO mereosé + (n ,,C)sing) 
+(n 89° + Cn ,c)” (3.2) 


iemr(t) consists of noise and jammer only, then X and Y are 


also independent Gaussian random variables with 


E{X|H)) = (n 5,5) = my 


ECY|H,) (n 5,C) =m, 


so that the density function of G4 assuming no signal is 








sent is 
_ gtm’ 
2 
1 20 /qM? 
p .(g/H,) = —~e “1 (=) 
2 >® 


and zero otherwise, where 


M? = (n 8)? ie (3.3) 


Lf we now let 


PCH) = Pr {sinusoid transmitted} 


PCH) = Pr {no signal transmitted} 


then 


oo 


2 


P= PCH, P2‘a 1H, dg + P(H)) P 2 (a 1He dg (3.4) 


@ 


@ 2 


?) 
where 


p 2‘a|H,) = | p 2(G/H,,4)-p,(@) dé 
G -o G 


i=@, 1 


The second integral in Equation (3.4) can be expressed as 


follows 
oo ar 
| 
oe 20 - I a )-dg 
20a eS o 
2 
rn) 
V +M? 
oo = 
9 [4 
- Ve 1 (2@ yy) av = 0 aa 
Qo Co Oo Oo 
Lh 
Co 
where 
2s Uta? 
J 
Q(a,B) = [ve I (av) dv 
B Oo 


is a well-known tabulated function called 
function. The@erarst sinter ral in eae om 


expressed as foliows 


2 


co 


| p 2'G]H, 14) P_(f)-d@ |-ag 
G 
@ —- co 

2 


oo 

= | Pe (4) | p 2(9|H,.4) | d@ 

G 
—oo @ 


the Marcum #@ 
(3.4) can be 


(3.5) 


where the Equation (3.5) has been obtained by changing the 


order of integration. The inner integral of Equation (3m 


can be expressed in terms of the Marcum Q function as 
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Mmeeecore the receiver probability of error P, can be 


written as 





n 
JH? nn i JM 
P_=P(H.) -Q(-,-2_) +pcn d|i- 3+] Qc, 2 ae (3.6) 
@ 


where the dependence on @ is imbedded in the terms M and 
the M', the threshold yn which the receiver sets assuming 
that no jammer is present is obtained as the solution to the 


equation 


2 





_ AT 
7 ar ( 2An ok ee oO 
od o "No = “9 Oo” “PCH)) 


Which can be equivalently put in the form 


2 
‘a a*t n 
© -I ¢ .—— 
oO o @ 
No 


=| > 





The I(*) function used here and also previously used in 
conjunction with the development of Bs is the modified 
Bessel function of the first kind. If the definition of 


average signal energy previously introduced is used, we have 


E = (A°T)/4 


3 


which is reduced in half in comparison ‘to the signal 
transmission case, due to the fact that the informatiog 
bearing signal(s) do not have equal energy. 

In order to afford comparisons with the coherent 
receiver case, we implicitly boost the value of the signal 


amplitude A, to obtain 
= Z. 
Eman A; 7 i 2 


in order to have agreement with previous cases insofar as 
Signal energy is concerned. Thus the threshold determination 


equation now becomes 


-SNR 


= -Il (@2S5SnR—) =) 
oO Ga 5) 


If we assume P(Hyj@=eg) = 1/2, then 





n 
1 a /M n JM’ 7 
Po 5 E =: I Qc 2) aa + Qe D2 | (ofa 


and the threshold setting equation becomes 


-SNR 
e Pt /25NR a we 1 


If we are to find the optimum jammer waveform so as to 


maximize P,, an attempt must be made to solve 


aP OP, 
== © and Pa SO 
on OM’ 
Unfortundtely. the resultant equations are 


mathematically involved and do not appear readily solvable 
for n;(t). It seems however that a good jammer waveform can 
be postulated based on the results obtained for coherent 
ASK. It was found for such a case that the optumum n;(t) 
under the constraint that the energy of nj; (t) be limited to 
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some value Pai is a tone at the carrier frequency. Thus the 
following jammer waveform can be used as a potential near 


optimum jammer, namely 


me ctpee [pe 2] «sina t O<tsT (3.8) 
J T c 


nJ 

Observe that with this’ choice, lin; (tdi = Pai: The 
Pmeemavbility of error P, can now be determined using the 
threshold setting equation and the previously derived 
expressions for M and M'‘. The effect of the near optimum 
jammer waveform on the receiver (i.e, incoherent receiver 
performance) can be analyzed by evaluating Po 2s aaeeumet 1On 
meer wSing Equation (3.8). 

iecanmee omewn tiat “when P(Hy) = eu@sk | = 1/2 the 
probability of receiver error given by Equation (3.6) 


becomes 


i 
{a ——a 6 e 20-5 
a : | 1+Q(/2-SNR-JSR,—-) 


Po | 
= ut od 2:SNR(1+2/JSR+cos@+JSR) ,—--) do (3.9) 
Q 


where 
JSR = Puj/E 


Meeesection C and D of this chapter, Be avtil be evaluated 
once again under a more realistic jammer model that includes 


miss-synchronization and frequency offsets. 
@  BFSK 


For binary incoherent FSK with a jammer present, the 


received signals under the two hypotheses are either 


H, 3; r(t) = A-sinlws,t + @) + nt) + n ,(t) O<t<T 


i 


ob & 


a7 


Hy 3 rit) = A-sin(wst + >) + n(t) + nj (t) O<tsT 


By separating the frequencies w, and wg sufficiently, we 
can form signals that are orthogonal, have equal energy, and 
have the same advantage of ease of generation. Here, § 
and qm are assumed to be independent random variables 
uniformly distributedmevcr [0,270 

The receiver function is to compare the envelopes at 
the output of each channel once every T seconds and decide 
in favor of the larger of the two envelopes (Figure 5.5). 
It is assumed that the probability of sending either one of 
the two signals is 0.5. For the purpose of analysis, assume 
first that a ‘mark’ signal has been transmitted, thatwiieem 
the hypothesis Eo Demeerue. An) cca ee committed if qq 
exceeds Gy] > Anema ea lso committed if q, is larger thaw 
dg when a ‘space’ signal has been transmitted, that is, when 
the hypothesis hype seserate cet aml 

Let Pi) denete the probap tia, of the first type "ee 
error described above j@whi ch tages pmosscdmaa lr © (qc Hae 
Under the assumption that a ‘mark’ signal has been sent, the 


output gq, of one of the envelope detectors is given by 
ik 


Vee y) 
Gy = Ae 


T T 
x = | r(t) sing, t dt Y, = | r(t) cose,t dt 
s) 
Observe that X, and ¥, conditioned on the phase and eitnes 


of the two hypotheses are Gaussian random variables with 


T T 

ECX, |H,,8) | A+sin(w,t+4)-sinsw t-dt + | a dt 
@ @ 

CAS 


1,a°>4? + SBnpee 
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and 


T T 
ECY, |H,,@) =| A-sin(e,t+8@)-cose, t-dt + | n.(t)-coss,t dt 
Taga mo i 1 ne 1 


=z (AS C.) + @rrc.) 
1 J 


1,8? 1 


where AS1 9 represents the function ACS EIN (oy) Cee) «ee 7 
represents the function sinw,t and C, represents’ the 
function cosw,t . Likewise, assuming again Enable OT 
where 'n'’ is an integer, and that n(t) is a zero mean white 
GauSSian noise process with P.S.D. level i Watts/Hz, we 


eoctain 


NoT 
Var(X, |H,,9) = Vart{Y, |H,,4)2 = —; 





Furthermore, it can be shown that 


EC [xX ~E{X, |H, ,@31-CY 


: -ECY, |H,,@23 | H,,»@) = 0 


1 
so that the conditionally Gaussian random .variables X, and 
[eeeece uncorrelated and therefore independent. The sum 
involving random variables X, and Y,, and producing an 
will result in a non-central Chi-Squared distribution so 


that 





4474 
2 J . 
p (q,]H,,@) = 20 11 
‘ q,1H,.9) = 3 Ii) q,20 
Q [Hi 8 20 a rej A 
ih, 
where 
m, = E“(X,|H,,0) + E“CY, JH, ,@) 
11 ahs t ahs oe 
J 2 2 
= C(AS, 9)5,) + (mj,8,)1" + CCAS, g,C,) + (n,, 0,03 
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and go = yt Using standard 








random variable 
transformation techniques, it can be shown that 
2 
44 1 
74 20° ice al 
(q, |H,»4) = ze ee q,29 
Q,|H,,@ o G 
{1 
so that 
| 
( H ) = e 
PQ, q, 1H, - " a a a Pala) da 
@ ioe i 7 
q,7+m 
2m ~ i Ad 
welll te 2 O° ae 
2n ae ee Sones eet a 
Q o 


where the dependence on § is imbedded in the term my ,- On 


the other hand, the output qq of the other envelope detearas 


(Figure 5.5) whem Hy is assumed to be the true =hypothesmas 
1s given by 


2 2 
490 7 AO” 7g 


where 


T T 
Ko = | r(t) sine t dt Y, = | r(t) cosa,t dt 
Q @ 


@ ® 


Following a similar procedure to the one used above, it can 
be shown that 


T 


T 
E{X, |H,,4} =| A-sin(o,t+0)-sinugt-dt + [ nact? singe dt 
= (AS aes) 


1,8 9? + ea ) 


@ 


Bynvel 
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T T 
ECY, |H, 9) =| A-sin(o,t+9) cosugt -dt + Jonj(t? eosegt dt 


= mee ihe?’ + nie” 


Here, Sy represents the function sinwot and Cop represents 
the function coSwot . It can be demonstrated that 


NoT 
Var{X, |H, ,43 = VartY, |H, 43 = > 





emaeealso that 


EC CX, -ECK,|H,,@33-CY 


b -ECY,|H,,933 | H,,6 2 = © 


@ 
so that the conditionally Gaussian random variables Xg and 
ae are uncorrelated, hence independent. Thus, similar to 
Equation (3.10), the expression for the conditional density 


function of qg becomes 





2 
. de *™o1 
= / om 
i 9 20 Tov Mo: 
( eS eS @ a —— ee Fo 
i Wg lH,? 7 3 e I! 5 )+d@ (3.11) 
@ @ o 
where 
m., = E-Cx,/H,,@) + E“CY,[H,,0) 
@1 ~ Qi 1? Qi 1? 
2 2 
= + Z 
CCAS) g:Sq) tin ,SQ)] “ CCAS, 91CQ) (n 5C9)) 


and now the dependence on § is imbedded in the term My1° 

ineserager to compute the probability pf error,’ we can 
use the previous expression for the conditional probability 
density functions which are derived assuming a ‘mark’ signal 
has been sent. That is, for a given value of 4) @otmentor 2s 
made if Go?4,- Thus the average error probability is found 
by averaging the conditional error probability given by 


= = Pr{ Ig >? q | H, } 
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Loa) oe 
o ~q 
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EqQuaiiawon 


( 3282) 
Sls eeeeaten 


(Sal) in Bgbeuataon 


toi be) and 
interchanging the order of integration, we obtain 





@1 
mW co a ime 
; Io 2 «7 qe” Mor 
Pow== : 
el 2u 


3( a 1g | ae 
oO 
Gy 


Po (4, Hy? da, (3.13) 
In the above equation, the inner-most 


integral can be 
expressed in terms of the Marcum Q function as follows 





_ @1 Ty 
5 ) dda = QC 





Then, Equation 


(32-139) 
(3.10) becomes 


for P.,, with the aid of Eqtraimiom 


l g YM, Ty 
et aaa SSS bere dae: Po (ay IRy? dq, 
@ 40 
wy 
ALO ete! gp 
21 ao’ o 
@ @ 











2 
4" yy 
liad al pa 2 a eee ee 
2n o7 Oo o7 Vy 
@ 
(3.14) 
From the orthogonality property of the 


Signal pair used 
(which is obtained by assuming sufficient separation between 
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the two frequencies and that w, as well as wo are large), 


we have 


T 
sin(as,.+t):-sine t-dt = @ 
9 i @ 


so that the term mp) is independent of @ Therefore Equation 


ferlS) can be rewritten in the following form 


an 
vm q 
a s |. a QC ase me 


4 t™yy 
eel “I ¢ i it }d dé (3 
re A “ qi sep: 


where the order Ott integration has been changed. 
Furthermore, using the following formula involving an 


integral of a Marcum Q function [Ref 5], 





Baeeinner integral in Equation (3.15) can be simplified in 


such a way that P,,] becomes 


1 ety | CY on 
ll es a Tr ‘cia 
Q 2 6c 2cC 
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Vimo Vn 
mie d&8 (3.16) 


rt Q¢ 
Tal JY2a0/l2a 





where the dependence on § is imbedded in the term My] only. 
Following exactly the Same procedure used in 
obtaining the expression, for P34, it can be established@eias 
the expression for (0 which denotes the error probability 
when Hp iS assumed to be the true hypothesis, that is, 


Pr(qy>dg | Hg) takes the form 


wy 
1 “™oo “™10 














| 
P= =| 1 = =o ; » d¢ 
ah <n eo J20a0e/2a 

a 

Ja, Sm,, 
+ =| Gt ah ding DMI ars) (3.17) 

Q Y2a/S2a 

where only the term mpg is dependent on @ . Therefore the 


total average Probability of error P, can be obtained from 


assuming, as previously indicated, that the two hypotheses 
are equally likely. Using Equation (3.16) and Equation 
(3.17), it is %obeemmedaeaat 














2u 
A) A ie E de oI “er » = ~™61 ae )|aa 
e 2 4u z JS 226-S 2 6 JY2a0J/S20a 
z /m JM Jno 
- tet [oc —2O sey - gc 8 ee sia) (3.18) 
a JY2a0VJ/V2a4 —. =. o 
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If. we now use the jamming waveform which 1s optimum 
under energy constraint, when coherent FSK reception taken 


place that is 


Pp. 
n.(t) = m= Psine.t - sine. tl (3.19) 
J a 1 @ 


then the terms m; ;(i,j=0,1) inmeguation (3.18) whaeh are a 





function of the jammer waveform n;(t), can be computed as 


follows 











2 2 
Mp = CCAS) 945.) + (m5,8,99" # CCAS, 4,0.) + (n,,C,)3 
AE oa AT/P__ PT 
= (—3-) + a yeocg + — 2s __ (3.20) 
2 4 
m.. = CCAS S_) + (n..S_)1* + L(AS CC.) + (n..c_947 
1 1,0°°@ je 1,8°°@ a ye 
PT 
ao (3.21) 
4 
and 
Mog = ({ASg 91Sy) + (n.,84)17 + [(ASp gsCg) + (n,CQr] 
2 ATP BT 
= ¢ 5 ) + -cos@ + (3.22) 
2 4 
m= [C(Aas S.) + (n..S.)17 + CCAS C.) + (n..c.)37 
10 @,4' 71 Aoen @,a°"1 a 
P oT 
nj 
= i (3.23) 
4 


Thus the Probability of error can be expressed in terms of 
SNR and JSR only, as follows 
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= ar 1 E wit eel a fer YOu )| a0 
=— = eee Se 
= aie VE aaa a Sa JSD 
Va J/a /a Ja 
ee [a ea | ay, 22 >] -as| (3.24) 
an P Sa Sa Sa JS2 
where 
a,, = SNR-(2 + 2/3SR-cos@ +JSR) 
fo, = S:9 = SNR-JSR 
Zag = GNR-(2 - 2/JSR:-cos¢ +JSR) 
attr 
SNR = 2 
No 
Pp 
JSR = ——2i_ 
E 


Receiver performance can now be evaluated as a function of 
SNR for fixed values of JSR, using Equation (3.24). 

These results have been included here so that it 
will be possible to compare receiver performance given by 
Equation (3.24) with performance of a similar receiver under 
the assumptions of jammer miss-Synchronization or frequency 
offsets. In every case, it has been found that a degraded 
jammer produces a smaller receiver Probability of error than 
a 'perfect' jammer. This is to be expected and the analysis 


of the next twomseetlonsecemonstrates Enon 
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feeeaNe ote OF THE EFFECT OF THE JAMMING WAVEFORM HAVING 
RANDOM TIME OF ARRIVAL 


i. JASK 


Mweeene. previous section, the effect of the 
deterministic jamming waveform given by Equation (3.8) on 
the performance of the ASK receiver of Figure (5.3) was 
studied. Since such an ideal jammer would have to be 
Synchronized with the signal transmission, we now develope a 
more realistic model in that the difference in the arrival 
time of the jammer waveform with respect to the signal can 
be characterized by a parameter 7 . Thus the difference in 
the time of arrival between the jammer waveform and the 
information waveform is given by the parameter 7 so that we 


have 





2 : 
7 Fad rs ‘sing (t-7) 


The effect of having this time difference 7, will now be 
analyzed using the results of the previous section. 

Pest, tsdae Equation (3.4), for a given value of ¢ 
the conditional means of X and Y become 


ECK|H,,@)_ = (AS,,S) + (n 5,8), = PH 


ECY|H,,6)_ = (AS,,C) + (nC), = ™y 1H 


Since the conditional variance and covariance of X and Y are 
independent of the signal and jammer waveform, the results 
on the variance and covariance of X and Y derived previously 
in section B.l can be used here to obtain, for any given 


value of 7 





U as _ NoT 
art{X|H,,9)_ Var¢(Y|H,,@}, = —| 
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The mathematical expression previously derived for P, is 
useful here in order to obtain the ASK receiver performance. 
Some modifications however are necessary that require the 


computation of 


| | 2 
( a i ae e ’ — 9 i 8 
nyo? P jt Sins (t-T):sins t-dt 


@ 


jp = 2:sinw T-cos(w T-# 7) 
- nj-2 | cose t - 35 | 


2°sins T 
Cc 
| T 
= San et al 


Since w,T=n7 , the second term in the above bracket is 


zero. Similarly, we can show that 


(nk, ©) see = eine 7) 
J T nj 2 Cc 


These results are used in the evaluation of Equation (3.2), 


namely 


2 2 
M_=E CX, |H, 93, + E CY, ]H,,97_ 
2 2 
= ((AS,,S) + (n5,8)] + C(AS,,C) * (n 5,0) ,) 
2 
AT | TST, ‘eye Pp. (3.25) 
= Se Tal + AT nd 5 cos(# 7 nj 2 


and in the evaluation of Equation (3.3), to yield 


2 
M? 
T 


2 
(n 54S), + (n 590), 
T (3.26) 
7 at a 
Using Equation (3.7) along with the™™Feswits Gf 9bauat rom 


(3.25) and (3.26), for a given value ‘of q.2teeaneep ence cm 
ie loyelc 
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2u “ 


> E ‘= Q(—~.7-)-aa + Q¢ z,2| (3.27) 
e 2 21 o a 
a Q Go Co 








which in turn can be expressed in terms of SNR and JSR. 


Since 


M 
T 
2 





= 2SNKR +t 4SNR«VJSR-COS (a 1+8) + 2SNR-JSR 
Oo 


= 2-SNR-JSR 





substituting the above in Equation (3.27), P,(1) becomes 


e‘t? 2 | i : o> 
tf 


a gc 2snr 1+2/ISR-cos(a 1+6)+ISR) ,—) aa | (3.28) 


© 


Observe now that the integration of Equation (3.28) 
Mmayolving the variable §@ is over the range [0,2q7]. Thus 
Beeeecless oof the -.value taken by the termw 7 , Since 
cosine is periodic, the values taken on by COS (eT + 8) are 
the same as the values taken on by cos 9 , with 0<@<27 
Meas, ~Equation (37.28) isan essence identical to Equation 
(ee which yields P. when’ the jammer waveform has no timing 
difference 7 . Therefore it is clear that any timing error 
associated with the jammer waveform doesn't affect the 
performance of the incoherent receivers for ASK, when the 


jammer waveform is given by Equation (3.8). 
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2, bEok 


In this jsection, .an analyslS» Similar to theme 
carried out# in the previous section 1S now applied to FSK 
modulation. The timing error associated with the jammer 
waveform for the FSK system is modeled by modifying Equation 
(3.19) as follows 


| 1 ! . 
wae = Ca Te ee - Sine, (t-7T)] (3.29) 


As in the previous section, it is found that changing the 
jammer model requires only a recomputation of the terms mj, 
Mo,» Mpg» and mjg given by Equations (3.20), (3.21), (32 
and (3.23) respectively. Thus, using Equation (3.29), we 


will compute 
ECX, |H,,43_ = (AS, 9sS,) + (n 48), = "1H, _ 


Cc.) + (n. 


ELY.1H,,@}_ = = 
1! 1° 7 ae li ae wi aes 


It can easily be seen that 


NoT 
4 





Vv * = 
ar{X, |H,,)_ VartY, |H,,@>_ = 


so that these variances remain unchanged. Furthermore, 


T 
= | P — ‘Csine (t-7T) - sins, (t-7T)]:-sine.t-dt 


PU) Aj tl 9 t 
@ 
= on ‘COSe 7 
and 
T 
1 
fl > Sen = | Jo 8 ae ‘ECsinw, (t ™) sinw,(t t™)] coset dt 
Q@ 


T : 
= |{P oe -sin( #7) 
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Therefore, from Equation (3.20), we obtain 








2 
Mit r CCAS, 915)) + CI eis UE + Scie 
2 ATP Pa: T; 
= ¢ st » + ————21_.cos(w,7+8) + = 
2 4 
and from Equation (3.21), we obtain 
a 2 
Moir = 2 i OT + a) Sa) + t CRS | 2a Sor 
| re \ 
- Pa 
4 
Also from Equation (3.22), we have 
2 
Mog, = CCAS, 918g) + (n,,89),1° + CCAS, 9s) 
AT 2 ATVP P .T 
ge 5 » + ——+*3_.cos(wgr+? + nd 
2 4 
and from Equation (3.23), we have 
2 
Migg = ECASg oS.) + (m,,8,),1° + CCASE 4,C,) 
Peet 
Q 


+ 


Bee substituting the above results in Equation 


obtain P, for a given value of 7 namely 
























Vary Vag Ja 
p =3| | fo Ft ’ 1 oi 
e 
wl 
ie] 
l “%0 “710 
a Q( ——, »- OX >| -a9] 
4 f2 ar 
where 
Gi = SNR-(2 + 2VISR-cos(w,7+9) +JSR) 
Go, = S19 = SNR-JSR 


Sek 





(n,C 7] 


GniG ww), 
J T 


i?) ON 


(n 5,973 


(3.24) we 


)| -4@ 


a = SNR: (2 - 2VJSR-cos(wort$) +JSR) 


OO 
a@T 
Sine ——— 
No 
JSR = oe 
E 
By observing above probability error equation it is 
noted the the only term changed is cos§ . Although the cos@ 


term is changed, due to the integration of the §@ over 
interval [0,27], whatever the value 7 is, the P2 doesmme 
change. The timing error associated with the jammer waveform 
does not affect the performance of the incoherent receiver. 
An observation similar to the one made at the end of 
the previous Section reveals herem—fatlso Chaae Pee 
actually independent of 7 . Therefore, timing errors 
associated with the jammer of Equation (3.19) do not aimee 
in anyway the performance of the receiver analyzed in this 
section. 
D. ANALYSIS ON THE EFFECT OF THE JAMMING WAVEFORM HAVING 
RANDOM FREQUENCY ERRORS 
In this section, the effect of frequency errors 
associated with the jamming waveform is analyzed insofar as 
the performance of incoherent binary receivers is concerned. 
Results derived in section B that are applicable to the 
present problem will be utilized in this section. As is will 
be seen, frequency errors associated with the jamming 
waveform change only the mean value of the receiver output. 
This fact makes the analysis of the receiver performance 


more tractable. 
le. “ASK 


In the previous section, we studied the effect of 
timing errors in the jamming waveform. Now we assume that 


the frequency error of the jammer waveform is Aw while the 
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Eim@ene Gener ies zero or can be shown to be negligible. Thus 


we have 
nj(t) = K sin(w, + Aw)t 


Since the jammer power iS constrained to be P the 


Tomy? 
constant K must be consistently defined. Since we have 


T 
Wn = K*-sin’(w +4u)t-dt 


@ 
i + 
, R°T + sin2(e Aw) T P 
~ 2 2( +Ao)T nj 


we must have 


P i 
® « 2 a 
T-C€K? J 


where 
sin2(@e t+46)T 
K’® « () gi Bo 
2( +4e0)T 


In order to evaluate the receiver Bes using Equation (aie 


for a given value of Aw , the conditional means of X and Y 
become 

ECX|H,,@),. = (AS,,S) + (nS), = "E|H, 6, Ae 

ECY|H,,@),. = (AS,,C) + (nC) A = "y|H, 18, du 


where Sq, C, and S have been defined in the previous 
chapter. It can be shown that the variance and covariance 
Meeoeoma Y conditioned on H, and @ are independent of the 
Signal and jammer waveform, so that in spite of the 


frequency error Aw present, we have 





Var(X|H,,@) = Var tY|H,,@) E anon 


Ass Ass 


and 
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EC {xX ri ® -_ = 
KH, 10, be CY TY |H,,@, Ao) |H, 14,40 } = @ 


In order to compute the mean value of the receiver output 
under the assumption of jammer frequency error as described 


above, we must compute 


T 
at aby. = R:sin(@ +Ae)t+sine t-dt 
@ 





; + 
= KT sin4oT _ oe alt ] 
~ a2 AwoT (20 +40)T | 


and 


T 
SEB A | He sinta,saurt cone, t 
@ 


alll 4uT (26 +40)T 


With these results, by substituting in Equations (3.2) Same 
(3.3), we have the conditional means M and M', given by MA wy 





ane M Aw 
aT .? 
Maye (=z) + ATE(n,,8),,-cos@ + (n,,C)-sind} 
2 2 
+ on eae + as Vs 
z (Ty? + = -K-T-CB') + 4K7-7T7.00°37 (3.30) 
where 


~~ [ata aet aes " sin( (2 +40)T + sing 





HoT (20 +40)T 
“wo T - aAges T 
C? «= | se. ee 
4uT( (20 +40)T) 
and 
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2 2 


Mm’. «= (n.,S) + (ni ,C) 4, 


Aw J Ate . 
= 4K7-T*-(¢°37 (3.31) 


By substituting the above results in Equation (3.7), for a 
Aa 








given frequency error Aw , the receiver error probability 
becomes 
mi | 
ri, Aw n 7 4e ?*F 


@ 


Equation (3.32) must to be expressed in terms of SNR and 











JSR. Since it can be shown that 
Mas [B’] remr= 
= = 2SNR +4SNR » VJSR———55— + 32-SNR:-JSR 
G CK’ ] CK’ ] 
M’ age 
5° = 32-SNR-JsR <2 
a GE’ } 
where 


SNR = A2T/No 


JSR = P E 


nj/ 


Equation (3.32) now becomes 





, 
9 
P_(4u) = . ap + Q¢ |32-snR-ssa ~o'1 os 
[kK] 
_ 2 

s ? 

— SY, 25NR+4SNRVJSR—-——1_-+ 32SNRJSR-——, 2_ 8 
21 1/2 Ga 
P [kK] cK] 


C3. 337 


where the dependence on Aw is imbedded in the terms B"',C' 
and K'., 
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By defining a normalized frequency error ,Awy; the 


above results CamWbe wewritten aS a Eumetica of Awy, where 


Ab Ats P 


N yr 
Cc 





The terms B',C' and K' as a function of Awy become 





sin(e T:Ao.-8)+sing sinte T(2+Ao..) + sing 
B= |— Saas ° N 
(eT Aa) @ T2440) 
As 
N 
sinew TT: 5 
a 
Aw: T¢ +4u,,) 
sin2de T(1+46,._) 
m= | 1 - ——2__*__] 
20 T(1+he._) 
Cc N 
SO “ena 
1 Weld] = 
P (Ae_)= +: [3 4 0¢ “192°>SNR- JSR) 
e@ N 2 a 
CK’) 
a 2 
y ] 
-!| oc |asnr+asnrvVysn—e2) a32snrssrif)_ -?_ ae 
2 cK? 1/2 [KE] CG 


@ 
(3.34) 


The developed expression is actually the probability 
of error conditioned on a given frequency error. A procedure 
Similar to the one used to analyze the effect of frequency 
errors on a coherent receiver is used here in order to 
obtain the average probability of error for the incoherent 
“receiver of Figurem(5.3). tit is clear thatthe wecondteren 
probability of error for a given value of Aw, is a functiem 
of Awy. Therefore, in order to compute the average value of 
Peas 


variable whose probability density function is uniform over 


it is assumed that Awy can be modeled as a random 


Sye) 


some range (Awy,» Awny) > where Awnr is some the lower limit 
and Awyyy is some upper limit of the normalized frequency 


meeor. With thas assumption, the average B, can be obtained 


from 
f Aen 
= = wae ha P (46) -dde,, 
N,H ON,L Jo , 
N,L 
or equivalently 
4 Aon 
| 2 
N,H NL J... (K'} ° 
e 2 
9 
~1! g¢ Josnrnci1+2/7SR—22) aie gor) 8 ag] ase 
2u 1/2 Go N 
Q CK? ] CK’ ] 
(3.35) 


where B',C' and kK‘ have been previously defined. The 
computation of P, is complicated by the fact that B.C sau 


Feweare themselves function of Awy. 
Ze. BE SK 


In the previous sections, a deterministic waveform 
has been used to model a jammer signal. Here, we introduce 
a more realistic jammer model which includes a frequency 
error. The reason for choosing such a model stems from the 
mere that in practical sitwations, a jammer will lack exact 
knowledge of the transmitting frequencies. Thus, for BFSK, 


we model the jammer as 


nm.¢(t) = ° i = : 
j bu, Avg K Csinle, +4o,)t sin(#,t+4o,)t] 


Due to the power constraint on the jamming signal, we must 


satisfy 
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T 
fin .( tA 2 = R*-fsinte +4a.)t ~- sinloe,+4e »3*-at 
J Ae, , Ae 1. | @ 4s) 
1 2 Q 
. R “1 [2 ; sin2(#,+4o,)T 7 sin2(#,+4e,)T 
2 
2(@, +he, dT 2(a,+40,)T 
sin(s +40 ,)T sin(s +4e_)T 
Se 2 eee a = P i 
(a. +4e.)T (oe +Ao )T J 
d d Ss Ss 


This means that the jammer waveform must be reexpressed as 


\ 


n.(t) r= ———;—' Tsinle, +Ae, dt - sinlw,+4u)t] 


kK” = | 2- sinc2(s.+4e.)T - sinc2(“6,+4H0,)T 


1 1 1) @ 
= 2sino(w +e ,)T + 2sino(@ +40 )7 (3.36) 
and 
Sinc xX anne 
xX 
a @, +H, be. = be, +he5 
®, = @,-@, 46 | = 4e , ~ 465, 


By assuming that the jammer waveform contains frequency 
errors, it turns out that the only changed statwstaea 
parameters are the mean values of the receiver output 
conditioned on a given frequency error. Thus we can use 
Equation (3.10) inieenaer tomcompute P, as a function of Cie 


frequency error. We need to compute 


T 4 
28 | 2 ee 
Menon aes , de -| | ays —p' CE J 
1 @ Q 


; : - a ; ae 
(sinte, Se, )t sin(wgtdug)t) | sing t Jat 
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i 


i = v2 
= eT = ® B”) (3.37) 
ah “Fi CK" [ 


where 
-. sinde,T ks aes ie pone aa “Pom ae” 
40, T (2a, +40,)T (6 ,-@_)T (o_+46,)T 
(3.38): 








_ + 
| T = 2 = 
ae i 6a , de, = Se = *-CK™] -C€C™] (3.39) 
where 
- = = + 
. 1 cos(26, +40, )T 2 1 costa, T 7 i cosl@_ 4e,)T 
(2a, +4e dT ho ,T (+405, )T 
l-cos(u ,+Ae,_)T 
_ d_ 9 (3.40) 
(@ ,+40,)T 
Also 
| T 
= . —— ([K"}]-CD") (3.41) 
ee” Aus , Ae ae 2 ; 
1 @ 
where 
ind : . : 
a sin aT ae an Mg de Rial | Nae all ee ge 
4o,T (20,+4o,)T (@ +40, )T (o_+4e,)T 
(3.42) 
Finally 
a 1 
T 2 
( ° —= emiaeaaemeea ) " e ia 
Mi O) de, du, oe 5 CK” J] CF") (3.43) 


a9 


where 


—— 1-cos(a@_+4u, dT . 1-cos(# +4, )T 
(o_ +4, )T (0, +40 )T 
cos(20,+4u,)T cos4u,T - 1 
+ a & NN (3.44) 
(20,+40,)T 4u,T 


Using Equations (3. 20p); (3.21 ese eel fon 2 oe the 
conditional means of either channel output conditioned on 
either hypothesis and conditioned on a given frequency error 


can now be computed. From Equation (3.20), we have 


m = (€¢AS 2 
1h hes AG 
i’ @ 


) + (n.,S.) ] 
j 


S 
1,071 1 Aw, Aug 


+ C¢(AS C.) + (n.,C,) 1 


ie ye. Aw,» Ate 


1 
2 _— == 
= (—!) coomes 2(-8T cose. |p FT ocgs7 2@. p73 
2 2 nj 2 


2 
+P. =LRGNS OEBT I~ 4+ (Co) ee 
nj 2 2 


1 
+2( aT) sing |P Tica y 2.¢0°) + p | ky! £077? 
2 nj 2 nj 2 


1 
2 = ow 
- (2) + at|P Deck] 2. | [(B“]cos@+lC"Ising | 
2 nj2 


1 
+p — ieee | CB°} 74073" 
nj 2 








From Equation (3.21), we have 


2 


e = ([(A5™ 955) * (novSe> ] 
yee 1,0°°@ 57°02" Aw, , da, 
1°4%9 
2 
+ (CAS) 94Cy) + (MC Ay Aue 
-~p —.pe-yt.cp-32 + p Per! pr 3? 
nj 2 nj 2 


Also from Equation (3.22),we have 
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= = C(AS. _,S_) + (n.,S_) j 
——_— @,4°"@ j°° 0" Aw, , Aw, 
174%9 
2 
ett, 2tgt * Ge. 3 
i’ -6 
2 a1 
2 (a) + at|P eR] 2. | [D"Jcos@+LF"Ising | 
nj2 
_i 
+p —.cKe] .| cp"174LF"I17 
nj 2 
and from EQuation (3.23), we have 
mo At hg. yree) + Nene oe 17 
Aw » Oe 9 J at ®o 
1°49 
2 
+ LAS, gC.) + To re 
T _-! 2 T = 2 
= P —=—_—- 6 ia ———EEEe oe ; os 
gre ERT eBra + Peg cr] 


With SNR and JSR as is previously defined, we can rewrite 


the above equations specifying the conditional means, as 








my -5 
( ) = 2SNR-| 1 +2/3SR'LK"1*(£B"1]:cos@+(C7]-+sin8) 
2 40,,A0, 
o 1 @ 
+ JSR-CK71 + ¢cB"17+L0"17) 
mel -1 2 2 
(ae) = 2SNR-JSR-(K"] ~- (LD"3*+lF"1*) 
2 fw, , Aw 
1°""9 
rT 
"oo >} 
( ) z 2SNR- 1 +2/JSR-CK"1]° ¢€£D"1]-cas@+([F”"]-sing) 
2 46,,46 
G 1 i, 
+ JSR-CKE"1] (¢cp7317+LF"1~) 
aa, aif 2 2 
2) = 2SNR-JSR-{K"] °-(C[B"1~+0€C"71*) 
2 Se, » 4a, 


Using the above results, we obtain the conditional 
Probability of error by substituting in Equation (3.18) to 
yield 
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where 
il 254R- | 1 +2/3SR-(K"17(£B"] cos@+l£C")] sing) 


+ JSR-CR71 '¢¢B717+00722) (3.46) 


Si 
UT) 


=i 2 2 


Zoi = 2SNR JSR- CEJ °(CD"J] +C€F"I] ) (3.47) 
=! 
Too = 2snr- | | +2/TSR-CK"37(0D"] -cos@+LF")-sing) 
es i 1 oe 2 oe 2 
+ JSR-(CE"] “(£D"] +£F"}") (3.48) 
qi9™ 2SNR-JSR- CE" 2+ ¢£B374+£0717) (3.49) 
As in the previous chapter, normalized frequency 


ennonms Awy 11> and Awy 0 are introduced and it is assumed 
that these normalized frequency errors can be modeled as 
independent, uniformly distributed random variables over a 
gBiven range. Thus, following the same procedure previously 
used, the average probability of error can be obtained as a 
function of Awy ) and Awy 9- Using the assumption of 
independence and of uniform distribution of the frequency 


errors, we obtain 
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Using now Equation (3.45), we obtain 


























i 1 N,1,H{ oN, O,H 
P =: —__ 
Ree Sin: ve te,1,c Ago, neon, 0,L f,- o. 
N,i,L “9N,@,L 
W 
i [et a “11 | “01, <| Poiteet “kts 
2 an 2? 2 2 'N” 2 
@ 
" a a a a 
med | Be | 10, _ | 1 | Q@ 
= le — 5-9], Ja) da | déw, dao, 4 
"@ 
(3.50) 


where ane Emitas and 
fom), (3.47), (3.48), 
parameters K",B",C" 


a4 have been defined by Equations 
and (3.49) respectively, and the 


and F" have been defined by Equations 
Memo), (3.38),(3.42) and (3.44), respectively. 
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IV. DESCRIPTION OF GRAPHICAL RESULTS 


A. GENERAL 

In previous chapters, mathematical models of optimum 
jammers were introduced in such a way as to obtain more 
realistic jammer models which include timing errors and 
frequency errors. Analyses were carried out in order to 
determine the effect of the timing errors or frequency 
errors on the performance of coherent aS well as incoherent 
digital receivers. This work has resulted in four main 
equations which specify the performance of the receiver in 
terms of the probability of error as a function of signal to 
noise ratio (SNR) and jammer to signal ratio (JSR). With tae 
aid of computer evaluations, the receiver probability of 
error for various jammer models has been obtained as a 
function of SNR for a given JSR value and the results 
plotted for each case considered. 

In each plot, the JSR=0 case has been included in order 
to provide a. bDasuss iGevie comparisons of the jammer 
effectiveness on the receiver performance as it relates to 
additive white Gaussian noise only interference. 
Additionally the effect of a perfect jammer(7=0,Aw=0) is 
also evaluted in order to determine jammer degradation 
resulting from timine or frequeney verre. . 

The effect of the jammer waveform on the coherent 
receiver will be presented first and then, the results for 


the incoherent receiver will be presented next. 


B. COHERENT REGEL YEN 
eek 
Graphical results on the performance of a coherent 
BPSK receiver in the presence of optimum jamming are 


presented in Figure (5.6), based on the results given by 
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Ba@ation (277). Plots of P, were computed asa function of 
SNR for fixed values of JSR. 

Figure (5.6) clearly shows the ‘break point ' 
phenomenon described in [Ref 1], namely that as a JSR 
ffeneases towa value of one or greater, P, does not decrease 
with increasing SNR. That is, for JSR value greater than or 
fae to one, FP. increases to the value of m2 wren 
increasing SNR. From this figure, it can be noted that 10.2 
dB of SNR is required to obtain a P, of ito7 8 at a JSR value 
of 0. In comparison, it takes 14 dB of SNR to obtain the 
come FP. for a JSR value of 0.1. 

Figure (5.7) displays the probability of error for 
the same coherent receiver under the assumption that the 
optimum jammer previously considered suffers from a timing 
Saat Ty which is assumed to be uniformly distributed over 
the inteval [0,1]. 

It can be seen that now 13 dB of SNR is required to 
obtain the Peas 10° at JSR = 0.1. We can compare this 
result to the 14 dB SNR required when the jammer model does 
not include a timing error. It is apparent however from 
these results that the penalty for lack of coherence on the 
part of the jammer with the signal transmission, is not 
severe. Therefore, without knowledge of correct timing for 
synchronization with the adverary's coherent receiver, the 
jammer has to increase its power by a small amount in order 
to produce the same error rate at the receiver when jammer 
Synchronization is perfect. 

When the jammer- model incorporates frequency 
estimation errors, the performance of the receiver is given 
by Equation (2.33) and Figure (5.8) shows the resulting Be 
of the receiver. The plots shown in this figure were 
obtained under the assumption that the normalized frequency 
error Awy can be modeled as a random variable uniformly 


distributed over the range which in this case has been 
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assumed to be [-0.001,0.001] and that the number of waveform 
cycles in one observation period is 10. By analyzing Figure 
(5.8), it is noted that P, of 107° can be obtained with 13.6 
dB of SNR, when Jokeeoeo..L. 


TABLE 1 
SNR REQUIREMENTS (Pp = 10°° PsK) 


WITH |JAMM WITH | 





The values in Table 1 were obtained directly from 
the figures corresponding to P, when the jammer cxhibaa. 


timing errors or frequency errors. 
2D PSK 


The procedure used in the previous section is also 
appropriate in the analysis of the figure presenting the 
results on the performance of the coherent BFSK receiver. 
Figure (5-9) displays the FP, of “Giis (Tegel vcr eee 
presence of an optimum deterministic jammer which exhibits 
no timing or frequency errors. One can note that when JSR = 
O, 1354 <dB SNReais@required in order togob Ean a ao Ove 
whereas when the JSR value increases to 0.1, 18 dB of SNR is 
required#ieo maintada oa Ff of TOa2. Figure (5.10) shows 
plots Jom Be for the same coherent receiver when the jamming 
waveform suffers) inom timing errors, Forme got 107°> at Js 


= 0.1, 17 dB SNR is required. This is 1 dB less SNR than 
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that required for the case of a jammer waveform with no 
timing errors. In order to obtain these results, it was 
assumed that the normalized timing error Ty, can be modeled 
as a uniformly distributed random variable over [0,1]. 
Meeure (5511) displays’ "plots “of P. for the same 
receiver when the jammer is assumed to contain frequency 
errors. This figure was obtained under the assumption that 


t t 


n=6, m=4 where ‘n' is the number of cycles of the summ 
meequency (@.l=2n7) and “‘m is the number of cycles of the 
Berrerence frequency (@ ,T=2m7). The normalized frequency 
errors An ,1 and An, are modeled as Stat istaeury 
independent random variables uniformly distributed over 
eee, 0- lj. Ihe results of “required SNR for a*given P, at 


different values of JSR are summarized in Table 2. 


TABLE 2 
SNR REQUIREMENTS (Py, = 107° Fsk) 


DET’ JAMM|JAMM WITH|JAMM WITH 
TIME ERR |FREQ' ERR 





Ge INCOHERENT RECEIVERS 


In Chapter 3, section C, it was shown that the jammer 
model utilized which includes timing errors affects the 
performance of incoherent receivers in exactly the same way 
as a jammer with no timing errors. That is, the timing error 
associated with the jammer does not affect the resulting 


performance of the incoherent receiver. Therefore the 
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performance differences associated with the jamming 
waveforms with frequency errors and without will be analyzed 


here. 
1. ASK 


The performance of the incoherent ASK receiver is 
eraphically displayed in Figure (5.12). These plots 
correspond to numerical evaluation of Equation (3.9) under 
the assumption of equally likely hypotheses. This figure 
clearly shows the ‘break point' effect at JSR of 0.25. It 
can be observed that 16 dB of SNR is required in order to 
ODE a 1 NSF or 10-2 when no jammer is present(that is 
JSR=0), while it takes 23.5 dB of SNR to obtain the same P 
for a JSR value vor =0r 

Figure (5.13) displays the performance of the same 
ASK receiver except that now the jammer exhibits frequency 
errors. Figure (5.13) was obtained under the assumption that 
the number of waveform cycles per observation period is 5 
and the normalized frequency error Awy can again be modeled 
as uniformly distributed random variable over [-0.1,0.1]. 

Equation (3.35) was used to generate the plots of 
Figure (5.13). It can be observed that at JSR=0.1 in order 
Eo obtain! 2am 1072» the value of SNR required is 23.0 die 
The key results for this case are summarized in Table 3. 

Zee EF SK 


Figure (5.14) and Figure (5.15) Gorrespond “ae 
graphical results on the performance of the coherent FSK 
receiver. When the jamming waveform is modeled as 
deterministic, P. has been evaluated using Equation” (3-29 
and graphically displayed in Figure (5.14). Here, a ‘break 
point’ occurs at a JSR value somewhere between 0.5 and 1.0 
as shown on the figure. It can be noted that 13.5 dB of SNR 
is required in order to obtain a oe 10°? for a JSR value 
of 0.0, while the same P, is obtained by increasing the SNR 


to 16.5 dB for ayJsrevoalice off 
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TABLE 3 
SNR REQUIREMENTS (Pp = 10°? ASK) 





DET' JAMM/JAMM WITH! JAMM WITH 
FREQ' ERR 















iro. 0 dB 
23.5 dB 


unable 


JSR= 0.0 
J5aR= O21 
JSR=0.25 











Za30maB 








Figure (5.15) displays P, plots corresponding to the 
Same receiver under the assumption that tha jammer contains 
frequency errors. In this case, 16.8 dB of SNR is needed in 
Seer to obtain a P, of 10°? at a JSR value of 0.1. The key 


mesults are summarized in Table 4. 


TABLE 4 
SNR REQUIREMENTS (Pp = 107? ASK) 


DET' JAMM/JAMM WITH} JAMM WITH 
TIME ERR | FREQ’ ERR 


5) “ab fo.) aB 


ILGe Sells: | 16.8 dB 


23s) dB. | 2995 dB 





These results were obtained under the assumption that the 
normalized frequency errors Awy 1 and Awy 0 are 
statistically independent random variables uniformly 
Seeerabuted over [-0.1,0.1] and n=6, m=4 while ‘'n' is the 


number of cycles of summ frequency per observed period and 
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' ' 


m' is the number of cycles of the difference frequency per 


observed period. 
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V. CONCLUSIONS 


In this thesis, the effect of timing errors or frequency 
errors associated with jamming waveforms used to degrade the 
performance of coherent as well as incoherent receivers has 
been analyzed. It has been assumed that these receivers are 
designed to operate on a signal plus white Gaussian noise 
only environment. 

The analysis of the effectiveness of jammers’ that 
exhibit timing and frequency errors was undertaken by 
evaluating the receiver probability of error in the presence 
of jamming, and comparing the results to those obtained when 
the jamming had no timing or frequency errors. Thus , 
receiver error probabilities as a function jammer-to-signal 
ratio (JSR) and signal-to-noise ratio (SNR) were evaluated 
and determinations were made on how much larger JSR values 
were required as a result of timing or frequency errors, in 
order to produce a given P, at some fixed SNR value. 

For the coherent receivers analyzed, the effect of the 
timing error associated with the jammer was studied and it 


was concluded that the jammer's lack of sychronism with the 


digital data causes a small decrease feta jammer 
effectiveness. Typically 1 or 2 dB more JSR was needed in 
order to overcome timing errors. Due to the lack of correct 


knowledge of the frequencies of communications, the jammer 
required typically 1 or 2 dB more power in order to 
compensate for frequency errors. 

For the incoherent receivers analyzed, it was determined 
that the timing errors associated with the jamming waveform 
have no effect on the performance of the receiver. However, 
the jammer's incorrect knowledge of the communication 
System's operating frequencies results in a loss of jammer 


effectiveness to the point that jammer power must be 


Hd 


incresed by about 1 to 2 dB in order to overcome the lack 
of precise knowledge of the communication system's operating 


frequencies. 


TZ 





Figure 5.1 Coherent Correlator Receiver 





Figure 5.2 Single Correlator Coherent Receiver 
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Figure 5.3 Quadrature Incoherent Receiver for ASK 
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Figure 5.4 Incoherent Matched Filter Receiver 


74 


hit) = Sinw,(T-t) Envelope . | 4% 
ae | Detector 


At)= sin YW, (T-t) Envelope 
ete Detector 


C 





Figure 5.5 Incoherent receiver for FSK 
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Fipure = oere Performance of the PSK Coherent Receiver 
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FSK (TIMING ERROR) 
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Figure 5-0 Performance of the FSK Coherent Receiver 


with Timing Error Jamming 
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Figure 5.11 Performance of the FSK Coherent RECEIVER 


with Frequency Error Jamming 
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Figure 5.14 Performance of the FSK Incoherent Receiver 


with Deterministic Jamming 
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